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UC President’s Letter: Outcomes to Be Achieved by May 2025

100% Compliance with 
UC cybersecurity awareness training

UCR is at ~92%

100% Inventory and management 
of devices and vulnerabilities 1

UCR is at ~47%

100% Compliance with Endpoint 
Detection and Response software

UCR is at ~67%

100% Compliance with multi-factor 
authentication on all email systems

UCR is at ~100%

Data Loss Prevention tool 
configured on health email system

UCR and UCR Health is at 0% (testing)

Timely escalation of incidents 
and a documented program

UCR is at ~100%

1: Devices are laptop, desktop, and servers. Students are exempt. There are other special cases that will also be exempt or allowed to seek an exception.  



UCR’s Compliance Plan

April 13: Employees overdue 
on training will receive 
training prompt upon every 
UCR login. 

June: Employees still overdue 
on training will be unable to 
access UCR resources until 
training is completed

Employees are strongly 
encouraged to enroll in more 
than one MFA method. 

May 23: Sunsetting of 
support for HOTP devices will 
begin so employees will need 
to exchange for TOTP device, 
if needed

There are numerous steps UCR 
has taken behind the scenes to 
become compliant. However, 
there are three keys steps 
employees must take: 

1. Take the UC training

2. Verify your identity 

3. Download the security 
toolset

Training Identity

May 23: UCR Leadership 
deadline for admin staff to 
move to Secured Device 
Service

May 28: UCOP & UC Regents to 
assess UCR’s level of 
compliance 

June: Devices that do not have 
the toolset installed will be 
prohibited from connecting to 
the secure UCR network

Toolset

Toolset enforcement will be rolled out in 
phases, beginning with restricting access 
to certain UCR applications



Action Required

Any device that connects to secure UCR resources 
must have the UCR Security Toolset installed. 

Scenario One: An employee who uses a personal 
device to conduct university business. 

Example: A faculty member uses their own personal 
device to perform university work, including 
submitting grades and accessing research data. 

Action Required: The employee must install the UCR 
Security Toolset on their personal device and any 
other non-managed (not managed by UCR IT) devices 
they use to connect to secure campus resources. 

Note: If the employee does not wish to download the 
toolset on their personal device, they must use a 
university-issued device to perform university work.



Action Required

Any device that connects to secure UCR resources must 
have the UCR Security Toolset installed. 

Scenario Two: A faculty member who uses a 
university-issued device that does not currently have 
the UCR Security Toolset installed.

Example: A faculty member who uses a device that 
was purchased with grant money that is not managed 
by IT. 

Action Required: The employee must install the 
UCR-provided security toolset manually.

Note: Faculty can request for their university-issued 
device to become part of SDS.



Action Required

Any device that connects to secure UCR resources must 
have the UCR Security Toolset installed. 

Scenario Two: An employee who uses a 
university-issued device that does not currently have 
the UCR Security Toolset installed.

Example: A staff member whose unit has not yet 
moved to Secured Device Services (SDS). 

Action Required: The employee must attend an on-site 
opportunity to reimage their device and/or receive the 
needed updates. 

Note: ITS is looking to coordinate with CFAOs and unit 
heads to move all units to SDS by May 23, 2025. In the 
unlikely event this date is not met, the toolset will need 
to be manually installed on all remaining devices.



Action Required

All UCR employees must be current on their required 
annual UC cybersecurity training. 

Scenario Three: An employee is overdue on completing 
their UC Cyber Security Awareness Fundamentals 
training in the UC Learning Center.

Action Required: The employee will receive a reminder 
message every time they attempt to log into secure 
UCR resources. The employee must complete the 
training in order to be compliant.  

Note: As with other HR requirements, ITS is looking to 
CFAOs and HR staff to enforce employee (including 
student employee) compliance with this training 
requirement. Unit compliance reports are being 
delivered to campus leadership. 



Consequences of Noncompliance 

1

These risks should be considered 
in the context of current financial 
and legislative uncertainty in 
higher education

2

15% increase in cyber insurance 
premiums 

Up to $500,000 in costs for 
security incidents 

Merit increases for unit heads will 
require Chancellor’s approval3



Available Support

Support

• In-person support available 8:30 AM - 4:30 PM Monday - Friday at the IT 
Support stations in the Tomás Rivera Library, Orbach Science Library, and 
Student Success Center

• Virtual office hours with ITS (see events.ucr.edu for dates) 

• Secured Device Services (SDS) will be reaching out directly to update 
computers and move units to SDS

• Submit an IT ticket at its.ucr.edu/help 

Resources

• Learn about the toolset: its.ucr.edu/uc-security-toolset 

• Download the toolset: endpointinventory.ucr.edu 

• Take the required annual training: ucrlearning.ucr.edu 

• Learn about MFA: its.ucr.edu/mfa 

• Mandate homepage: its.ucr.edu/cybersecurity-mandate-2025 

Request an exception for extraordinary circumstances (e.g., certain scientific 
equipment, HPCC, research databases with extreme sensitivities: Information 
Security Consultation form 

https://events.ucr.edu/event/uc-cybersecurity-mandate-office-hours-with-its
https://its.ucr.edu/secured-device-services
https://its.ucr.edu/help
https://its.ucr.edu/uc-security-toolset
https://endpointinventory.ucr.edu
https://ucrlearning.ucr.edu
https://its.ucr.edu/mfa
https://its.ucr.edu/cybersecurity-mandate-2025
https://ucrsupport.service-now.com/ucr_portal?id=sc_cat_item&sys_id=c0ecbe881ba7b300c675dac9bc4bcb6b
https://ucrsupport.service-now.com/ucr_portal?id=sc_cat_item&sys_id=c0ecbe881ba7b300c675dac9bc4bcb6b


Q&A: Which UCR Applications Will Be Used to Block?

Applications under consideration:
PIWRS,  Kuali,  LMS,  Efile,  Canvas,  Rspace/Web

Applications not under consideration (initially): 
Timesheets,  Oracle Finance  

Common Question: Can’t we block using our Single Sign On page and just block everything?
Answer: Currently this is not possible but that is the goal long term.

Common Question: Can’t we just block all of the UCR network?  
Answer: Many of the UCR apps are not on UCR’s physical network. Moreover, we need to make more 
progress with the network refresh before we can block the wired network. 



Thank you!



Background





Why This Mandate?

1

As a result, UCOP has advised 
of campus consequences for 
non-compliance

2

To better protect our people 
and our mission

To defend against the exponential 
increase in cyber threats that 
target higher education



What are the required services?

Inventory and Management 
security tool applications

The tools are provided to 
employees at no cost at: 
https://endpointinventory.ucr.edu  

Employees who use devices that 
are not managed by ITS or their 
local IT department will need to 
install the tools themselves. 

Vulnerability Scanning 
security tool applications

Endpoint Detection and Response 
security tool applications

https://endpointinventory.ucr.edu


What’s My Role?

Complete UC Cyber 
Security Awareness 
Fundamentals training 

Install and use the three 
UCR-supplied security 
tool applications

Use the DUO mobile 
app to authenticate 
into UCR systems 

The campus can expect that additional measures may be implemented as UCR works to come into full compliance. 

These are vital and urgent 

first steps we must take to 

enhance UCR’s security 

posture and align with UC 

cybersecurity expectations.



In an effort to mitigate the campus consequences 
outlined in the President’s letter, UCR must address 
non-compliance via:

● Restricted access to campus resources such 
as networks, WiFi, and online service 
applications (e.g., Canvas, R’Space)

● Other potential repercussions currently being 
determined by campus leadership 

These measures are necessary to help ensure the 
safety and security of both the UCR community and 
our larger UC community.

What’s My Role?



Awareness & 
Engagement

Protocol/Toolset 
Training & Implementation 

Timeline to Meet May 2025 Deadline 

April 2024 October 2024

Enforcement & 
Continuous 
Improvement

May 2025

Hypercare, 
Reporting & 
Assessment

January 2025



Stay Informed: its.ucr.edu/cybersecurity-mandate-2025



Security Investment Roadmap

While the UC Cybersecurity Mandate 2025 
catalyzes immediate action, it's important to 
understand that UCR has already embarked on a 
journey to enhance its information security 
through the UCR Secure Trust program.

• Built on five key pillars

• Mandate aligns with and reinforces the 
goals of UCR Secure Trust 

• UCR Secure Trust provides a broader 
framework for continuous improvement 
and long-term cybersecurity resilience



Thank you!


